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_._3-.151 s you know, the KlaasKids protect children from danger.
E Foundation, first and fore- Its features include digitized
| most, is about preventing child fingerprints without ink; digital
5 abduction and abuse. In pursuance photographs without film; blank fields
| of this goal, we run a variety of for privacy and identifying informa-
i programs, including our KlaasKids tion; family-friendly safety tips for
| | g Print-A-Thon. But, as we recently kids and parents; how to sample your
L found out in Memphis, Tennessee, child’s DNA at no cost using house-
the Print-A-Thon program can also hold items; and a nine-point plan on
be a valuable resource in the re- how to respond to a predatory kid-
covery of missing children. napping. Since the KlaasKids Foun-
This amazing story begins like dation does not maintain a database of
any other KlaasKids Foundation children’s private or identifying
Print-A-Thon. A Memphis car information, it cannot be lost, stolen,
dealer, Bill Heard Chevrolet, booked | or misplaced.
a Print-A-Thon event through our Apparently, we are on the right
program coordinator, Mike Berkes. track, because it was one of these
Like all of our sponsors, the deal- elements that proved so crucial during
ership was eager to underwrite our this fateful weekend in Memphis.
efforts in Memphis, so that together The free press typically generated
we could facilitate a free Child by a Print-A-Thon benefits our spon-
Safety Day event for young children | sors through image enhancement and
and their families. However, press higher product sales, as well as allow-
publicity for the event quickly ing them to fulfill their social respon-
changed the dynamic and what sibility. However, in Memphis the
began as a typical event quickly usual publicity attracted the attention
veered off on a tangent that put the of and proved to have unique rele-
fate of a young child in the balance. | vance for one local parent.
(Continued on page 2)

The Print-A-Thon Program

Since its inception in 1997, the
KlaasKids Print-A-Thon program
has served more than 250,000 IN S IDE

children and their families through-

out the United States. Utilizing a AVOIDING INTERNET PREDATORS
state-of-the-art computer system
from Sentry Technology, Print-A-
Thon provides families with the THaNK You TO Our DoNORs............... 6
basic tools required to educate and

PrROTECTING KiDs IN CYBERSPACE.......... 4
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Helping to Save a Child

A MESSAGE FROM MARC (cont.)

A Call for Help

As is his habit, Mike spent much of
the day prior to the Print-A-Thon
at Bill Heard Chevrolet. Dividing
his time between preparations for
the upcoming seven-hour child
safety marathon and contacting
local media, as he had so many
times in the past, Mike was not
expecting the call from a desperate
mother whose young daughter had
already been missing for three
days.

Mike could sense the fear and
hopelessness in the mother’s voice
when she told him about the mys-
terious disappearance of her
eleven-year-old daughter. He sym-
pathized with her dissatisfaction
over the lack of attention that was
being paid to the case by local law
enforcement, including the FBI.

Although he spoke in soothing tones, he could almost
taste the irony of his words. He said that he would help,
but he knew that after three days the trail was cold. He
said that the KlaasKids Foundation had experience with
missing children, but he had none. He tried to calm her
down, as his pulse raced and his mind searched
desperately for clues and answers.

After securing as much information as he could, Mike
set to work. He understood that he was racing the clock,
that a determined predator could remove a child from the
scene at the rate of one mile per minute, and that if a child
were not recovered within 24 hours the chances of a safe
and successful recovery diminished significantly.

He contacted local radio and television stations and
forcefully requested that all prescheduled interviews
about the Print-A-Thon include information about the
missing girl. He secured her photograph. He subordinated
the Print-A-Thon, prioritized the child, and used the
television cameras to implore the citizens of Mempbhis to

Child Safety Day events like this one led to the recovery of an 11-year-old
girl in Memphis, Tennessee.

A Dramatic Rescue

Mike awoke from a troubled sleep the next morning with
mixed emotions. Although the child was still missing, the
Print-A-Thon needed his undivided attention. From the
moment the doors opened, Mike focused on the faces of
little kids. But, by the time the doors closed nine hours
later, the case of the missing eleven-year-old was resolved
and she was at home in the arms of her mother.

A young girlfriend of the little girl saw the television
report and informed the authorities that the child had
been lured from a telephone chatroom into the home of a
23-year-old man. Although not physically harmed, she
had been kept in the house and fed only bread and water
for three days. It is theorized that the man was trying to
break her will and make her submissive so that she could
eventually be forced into prostitution.

Again, society had linked together to become an
integral part of the solution. Bill Heard Chevrolet

(continued on page 3)

help solve the puzzling and troubling
mystery.

When he went to bed that night, it
was with the knowledge that he had
done all that he could for a mother
and her child.

© 2000 by the KlaasKids Foundation. The Klaas Action Review is published quarterly for
Foundation members. Dedicated to the memory of Polly Klaas, the Foundation’s purpose
is to inform parents, children, and communities about how to prevent crimes against
children through personal action and support of legislation. Editorial: Freeman
Communications, Berkeley, CA. Design Concept: Blackburn Design, Petaluma, CA.
Printing: Marin Stat, San Rafael, CA.

WinTER 2000, Vol. 6, No. 4




Good Advice for Kids Online

A VOIDING PREDATORS ON THE INTERNET

By TeenAngel Susan
I n an age of increasingly soph-
isticated technology, it is
extremely difficult for many people,
particularly young children, to
differentiate reality from a story
posted on a computer connected to
the Internet. However, many of the
same personal safety rules we follow
in our everyday lives also hold true
for the online world.

Although there will never be a
100% safety guarantee, by following
some simple rules your chances of
running into a situation that is
threatening or makes you
uncomfortable online is less likely.
Just as it is common sense as well as
good advice to avoid talking to
random strangers or to volunteer
personal information on the street,
you should follow the same policy
online. Unsavory people commonly
known as “lurkers” spend hours
upon hours hanging around in chat-

rooms just waiting for someone to
prey on. All they need are a few
random facts about location or
hobbies, and bingo—they know
where you live.

Although a lifetime of experience
tends to make adults discreet, teens
and kids have a harder time
understanding why someone who
may be hiding or lurking behind
their computer screen would want to
harm them. This leads to another
increasingly disturbing problem: the
decision to meet offline.

You never know if you can
believe everything you are told when
speaking to someone online; in fact, it
is a good idea not to take anything
too seriously. Before you decide to
meet that cute 16-year-old guy you
met in an Internet chatroom,
remember he might not be cute, he
might not be 16, and he might not
even be a guy.

MARC: CHILD RESCUED

(cont. from page 2)

provided the opportunity, the media
provided the coverage, but the big
winners that day were the 950
children and their families who left
the Print-A-Thon with the tools of
safety, knowledge, and empower-
ment.

When Mike left Memphis two
days later, it was with a sense of
accomplishment. The memory of
hundreds of fingerprinted and
photographed children certainly
brought a smile to his face, and he
appreciated the acknowledgment of
the staff at the Bill Heard Chevrolet
dealership.

But the greatest accomplishment
resulted from the crossing of

divergent paths. The knowledge that
a certain eleven-year-old girl was
again sleeping soundly in her own
bed ennobled and empowered Mike
Berkes to exit Memphis floating on
clouds.

The little girl’s mother sent the
following letter to the KlaasKids
Foundation:

“Thank you so much for your
help and advice. God must have sent
you to Memphis when I needed your
help. Keep doing what you do to
help the kids. If you just save one, it
is all worth it. God bless you all.
Signed,

A mother who got her child back.”

To find the dates of upcoming Child
Safety Events near you, check out our
website at www.klaaskids.org. =

This article is not meant to scare
children from using the Internet,
because it brings us many advan-
tages. It is useful when doing home-
work, research, and keeping in touch
with friends and family. If you act
responsibly, keep alert and follow a
few simple rules, you will be fine. For
parents who have younger children,
another option would be to purchase
filtering software. Although filtering
software is not foolproof, it can help
to block unwanted materials. Another
good idea is to place the family
computer in a common area so that
parents can monitor online activities.

For more tips, check out
TeenAngels at www.cyberangels.com=

Project HOPE
MEETSs IN CAPITAL

he parents of children kid-

napped by strangers and
family members joined the parents of
international abductees and run-
aways in December for the third
annual Team HOPE Compassionate
Response training in Washington,
D.C. Sponsored by the U.S. Depart-
ment of Justice Office of Juvenile
Justice Delinquency Prevention
(OJJDP), Team HOPE volunteers
assist the parents of current cases by
offering advice and support through
the social, psychological, and emo-
tional obstacles presented when
children mysteriously disappear.

“It helps just to connect with
someone who has walked in your
shoes,” said volunteer Marc Klaas.

CBS news magazine 48 Hours
videotaped portions of the Team
HOPE training as part of a profile on
volunteer Paul Marinkovich, whose
son was recovered after an interna-
tional kidnapping. =
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Learning How Predators Operate

PROTECTING YOUR CHILDREN IN CYBERSPACE

By Parry Aftab
W hile many parents watch reports of pedo-
philes luring children into offline meetings
and believe it would never happen to them or their family,
a growing number of them are wrong. It is their children,
the sheltered ones, the ones who trust others and believe
in love and caring, that are targeted and caught in the
predator’s net.

Below, I've written a few examples of dialogue to
show how these predators work. It's up to you to teach
your children how to avoid becoming a victim. In
November 2000’s Teen People Magazine, a great article
showed the difference between what the predators
claimed they were and who they really were. Pick up a
copy of this, too, and read that article with your children.
Teach them how to protect themselves. Teach them about
stranger-danger online. And make sure you let them
know they can always come to you when things go
wrong.

A Sample Chatroom Pickup

Here’s a mock chatroom discussion that my law
enforcement friends and I agree is pretty realistic, called a
“bait and switch.” Imagine a predatorial pedophile sitting
and taking notes on this
child, and using this
information to lure them
later. Would your child fall
for this? Most,
unfortunately, would.
Child: I hate my mom! I
know it’s her fault that my
parents are getting
divorced.

Predator: I know. My
parents are getting
divorced, too.

Child: We never have
money anymore, either.
Every time I need something, she says the same thing:
“We can’t afford it.” When my parents were together, I
could buy things. Now I can’t.

Predator: Me too. I hate that!

Child: I waited for six months for the new computer game
to come out. My mom promised to buy it for me when it
came out. She promised! Now it’s out. Can I buy it? Nope.

It’s up to you to teach
your children how to
avoid becoming a victim.
Teach them about
stranger-danger online.
And make sure they
know they can always
come to you.
S —

“We don’t have enough money!” I hate my mom!
Predator: Oh! I'm so sorry! I got it! I have this really cool
uncle who buys me things all the time. He’s really rich.
Child: You're sooooo lucky. I wish I had a rich and cool
uncle.

Predator: Hey! I got an idea! I'll ask my uncle if he’ll buy
you one too....I told you he’s really cool. I bet he’d say yes.
Child: Really!? Thanks!!

Predator: BRB [cybertalk for “be right back”] ... I'll go
and call him.

XXX AN

Predator: Guess what? He said okay. He’s gonna buy you
the game!

Child: Wow, really? Thanks. I can’t believe it!!!

Predator: Where do you live?

Child: I live in NJ. What about you?

Predator: I live in New York. So does my uncle. New
Jersey isn't far.

Child: Great!

Predator: Is there a mall near you? We can meet there.
Child: Okay. I live near the GSP Mall.

Predator: I've heard of that. No prob. What about
Saturday?

Child: Cool.

Predator: We can go to McDonald'’s too if you want. We'll
meet you there at noon.

Child: Okay. Where?

Predator: In front of the computer game store. Oh! My
uncle’s name is George. He's really cool.

Child: Great . . . thanks, I really appreciate it. You're so
lucky to have a rich and cool uncle.

What Happens Next
Saturday arrives, and the child goes to the mall and meets
an adult outside the computer game store. He identifies
himself as “Uncle George” and explains that his nephew
is already at the McDonald’s waiting for them. The child
is uncomfortable, but the uncle walks into the store and
buys the $100 game. He comes out and hands it to the
child, who is immediately neutralized and delighted.
Stranger-danger warnings are not applicable in this
situation. This isn’t a stranger—he’s “Uncle George,” and
if any proof was needed, the computer game is it. He gets
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Learning How Predators Operate

into Uncle George’s car without hesitation to meet his
friend at McDonald’s. The rest is reported on the six
o’clock news.

It’s disgusting. It makes us sick to our stomachs, but
it happens. Not very often, but often enough that you
need to be forewarned. Even once is too much if it’s your
child. Knowing how they operate and the tricks of the
trade will help you teach your child how to avoid being
victimized. Several hundred cyber-predators are caught
and arrested each year.

How Predators Operate Online

Each case differs, but pedophiles tend to use the same
general tactics. Aside from the “bait and switch” scam
discussed above, they often attempt to seduce a child.
They want the child to “want” them.

They begin by striking up a conversation with the
child, trying to create a relationship of trust and
friendship. They often masquerade as another child or
teenager, typically of the opposite sex, unless the child
has indicated homosexual interests. (The child may or
may not know the “seducer’s” real age by the time they
meet face-to-face.) Phone calls usually start at this point.
Sometimes gifts are sent to the child as well, which may
include a Polaroid camera and film.

Once they have broken down barriers of caution, they
begin introducing sexual topics gradually, often with the
use of child pornography to give the child the impression
that other children are regularly involved in sexual
activities. Then they begin to approach the child’s own
sexuality and curiosity, by asking questions and giving
them “assignments,” like wearing special underwear,
sending sexually suggestive photos of themselves to the
pedophile, or performing certain sexual acts.

These assignments eventually broaden to the
exchange of sexually explicit photographs (using the
Polaroid) or videos of the child. Finally, the pedophile
attempts to arrange a face-to-face meeting. He may also
have divulged his true age or an age closer to his actual
age at this point.

Why It Works

All the lectures we have given our children from the time
they are very young about not talking to strangers aren’t
applicable online, where everyone is a stranger. A large

part of the fun online is talking to people you've never
met.

In addition, our children’s stranger-danger defenses
are not triggered when other kids are involved. The
warnings apply only to adult strangers, not to other
children. If any of us walked up to a child in a playground
and tried to strike up a
conversation, they would
ignore us and probably
run away. But if an
unknown eleven-year-old
came up to another
eleven-year-old in the
same playground, they’d
be playing in ten seconds
flat! That’s how pedo-
philes get in under our
kids” stranger-danger

Our children’s stranger-
danger defenses are not
triggered when other
kids are involved. Your
warnings apply to adult
strangers, not to other
children, or those pre-

radar—they pretend tobe  topding to be children.
other kids.

And children often e
believe what they read

and hear. They “know” things about the predator because
they believe what he told them. They also believe what
they read about him in his “staged” profile, which
supports what he told them. So it’s not just true, it's
confirmed.

There are many stages at which the pedophile can be
thwarted by an observant parent. In addition, children
with healthy friendships and a strong, open, and trusting
relationship with their parents are less likely to fall victim
to pedophiles online. Pedophiles typically prey on a
child’s loneliness. They feed the child’s complaints about
their home life, creating an “us-versus-them” atmosphere.
“Your mom is so mean to you! I don’t know why she
won't let you . (Fill in the blank with whatever
we regulate: makeup, malls, concerts, etc.)

This atmosphere does two things: It creates a distance
between the child and his or her parents, at the same time
bringing the child into a special secret alliance with the
pedophile. Remember that boys are almost as often the
victims of molestation as girls are. =

This article is excerpted with permission from: The Parent’s
Guide to Protecting Your Children in Cyberspace (McGraw-
Hill, 2000, in US, Spanish, UK, and Singapore editions).
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Recognizing You for Your Support

THANK YOU TO OUR DONORS

he KlaasKids Foundation relies entirely on the gifts

given by its thousands of loyal supporters. It would
be impossible to list each one of you due to lack of space;
therefore, in this donor roster, we recognize those who
have made a special effort, giving a gift of $50 or more.
However, gifts of any size are always welcome. Many
thanks for your wonderful generosity on behalf of
America’s children.

Corporate Donors

Ashley Furniture

Auburn Chevrolet

Autodesk

Beachwood Place Management

Bill Heard Chevrolet

Billion Lincoln-Mercury

Boy Scout Troop 40

Boyer Construction Company

Castastrophe Restoration Services

Centennial Park Harley-Davidson

Cloutier, Inc.

Comcast Cable

Comcast Television Advertising

Creative Concrete Design

Dahl & Diluca Ristorante

Dave Mugenast Automotive
Family

DiFeo Chevrolet

Enterprise Rent-A-Car

Florida Department of Law
Enforcement

Focused Promotions

Free Speech Coalition

Furniture Warehouse, Inc.

Furrow’s Harley-Davidson

Gearhart Chevrolet

General Motors

Gervais Lincoln Mercury

GMAC

Hampton Inn

Holiday Inn-Minneapolis Airport

InChorus

J. Morgan Ltd.

Jackson Chevrolet

Lancaster Motors

Learning Treet International
Lite Rock 93.9 WLIT
McClellan Buick Pontiac GMC
Morgan Stanley Dean Witter Foundation
Mungenast Foundation, Inc.
New Horizon

Olds Dealer in Atlanta
Organizers, LLC

Paramus Auto Mall

Radisson Hotel Beachwood
Residential Funding Corporation
Roy’s Chevrolet

Sarasota Ford

Saturn of Rochester, Inc.
Sikeston Factory Outlet Stores
Social Tech

Spring Hill Mall

Spring Valley Lakes

Stafford Chevrolet

Sun Microsystems Foundation

i

Your donations at work: Marc Klaas helps a young mother create a complete Child ID

KISS-FM o
kit using the Sentry Technology system.
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Recognizing You for Your Support

The Del Monte Lodge

U.S. Term Limits Foundation

Union Bank of California

Walser Auto Sales-Richfield, MN
Walser Auto Sales—Plymouth, MN
Walser Chrysler Plymouth, Inc.
Walser’s Apple Valley Motors, Inc.

WENO/WNOL-TV
Western Hills Resort
Westshore Mall

Yorktown Merchant’s Association

Yorktown Mitsubishi

Individual Donors
Mark Allen

David Anderson
Lola Andrews

Bob Athon

Brady Barnes

Gene Bartruk

A. Edward Bartshire
Andrew Berry
Alice Blum
Charlene Bonsangue
John Boscacci

Ron Brown
Graham Browning
Melvin Burman
Linda Campbell
Anna Candelurja
The Carrie Family
Eva Cheer

Genie Churchill
Christy Cizek

John & Shannon Colla
Richard Compton
Stanley Connor
David Corey
George Cowan
Russell Cribbs
Richard Cynko
William Dickey
John Douglas
Charles Doyle
Isabel Esteves

Dave Fahrner
Jeannette Fess

Peter Fess

Jenna Field

Warren Freese

Lt. Col. James Fruit
Maureen Keesey Fuentes
Lisa Garcia

James Garrett

Linda Giovannini
Marlene Grice

Mike Groves

Judy Hans

Michelle Harris
Stephanie Henderson
Ted Henderson
David Hirshbrunner
Patricia Hodges
Michael & Cindy Horowitz
Gregory Hyde

Kelby Jones

LouAnn Kennedy
Roseann Kirk

John Klaas

Charles Knechtel
Ross Kravitz

Bill Krupp

Jill Larson

Dennis Lees

Nienke Lele-Hohmann
Lynn Lenardon
Rudolph Loncke
Jeanne Mahoney
John Mallon

Michael Martinez
Deborah Martin-Paul
W. E. McClellan
Thomas Minczeski
Richard Mitchell

Eva Moredock

Terry Murphy
Douglas Nielson
John Pancharian
Dave Pasquinelli
Robert Pastore

Janet Perotti

Lee Praught
Faustino Raquiza
Paul Reynolds
Gayle Riegler
Frances Roche
Suzanne Roehr
Judi Ross
Christine Rothman
Antonio Sacramento
John Sanchez
Kathie Schneider
Alice Sharp

Rudy Soriano
Burton Stinson
Dave Stirling
Dolores Thompson
Cindy Velez

Stuart Vener
Wendy Voehl
Davis Weatherby
Mable Wilkinson
Tina Wood

Jon Woolhiser
Sarah Young
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JOoIN THE FOUNDATION AND HELP FicHT CRIME!

To join the KlaasKids Foundation, please fill out this form Name:
and return it to the address below. Your tax-deductible
membership costs just $15.00 per year, and includes a Address:

subscription to the quarterly Klaas Action Review, with news
and information, practical tips, events, and more.

Members may also receive:

0 Information on starting a National Community

Empowerment program. 0 Enclosed please find my tax-deductible donation of
0 Safety information for your children. L
0 Information about how to support legislation against 0 Discover Card 0 Visa 0 MasterCard
crime in your state.

Credit card number is:

O Other:

Expiration date:

As a personal gift, you will also receive the Children’s

Identification Packet and a beautiful “Polly, We Love You” g gyre to check out our website at http://www.klaaskids.org for
pin, in memory of our inspiration, Polly Klaas. regular updates and information on child safety. Give us your
feedback!
Nonprofit Org.
Bulk Rate
KL A AS U.S. Postage
PAID
FOUNDATION bermit No. 41

FOR CHILDREN

B KiaasKips FOUNDATION
P. O. Box 925
SausaLito, CA 94966



